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Video Analytics Testing
• Tested different scenarios 

including
– Crosswalk, Jaywalking

– Vehicle pass, stop, turn

– Motorcycle, bicycle.

• Findings
– System provides detection 

within a time gap

– Statistics portal values are 
not aligned with Video 
Source



V2X Integration

• Main Components

– Intersection Controller

– C-V2X RSU

– Safety Appliance

– Edge/Computing 

Platform
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• This SAE standard specifies a message set, and its data frames and data elements, for use by 

applications that use vehicle-to-everything (V2X) communications systems. While the data 
dictionary was originally designed for use over DSRC, this document is intended to be 
independent of the underlying communications protocols used to exchange data between 

participants in V2X applications.

o Basic Safety Message (BSM)

o Common Safety Request (CSR)
o Emergency Vehicle Alert (EVA)
o Intersection Collision Avoidance (ICA)

o Map Data (MAP)
o NMEA Corrections (NMEA)

o Personal Safety Message (PSM)
o Probe Data Management (PDM)

o Probe Vehicle Data (PVD)

o Roadside Alert (RSA)
o RTCM Corrections  (RTCM)
o Signal Phase and Timing (SPaT)

o Signal Request Message (SRM)
o Signal Status Message (SSM)

o Traveler Information Message (TIM)
o Test Messages 01 - 15

SAE J2735 Messages



SAE J7235 Messages
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SAE J2735 
ASN message definition



Basic Safety Message (BSM)
• BSM Part 1 (coreData):

– Contains the core data 
elements (vehicle size, 
position, speed, heading 
acceleration, brake system 
status)

– Transmitted approximately 10x 
per second

• BSM Part 2: 
– Added to part 1 depending 

upon events (e.g., ABS 
activated) 

– Contains a variable set of data 
elements drawn from many 
optional data elements 
(availability by vehicle model 
varies) 

– Transmitted less frequently

• Regional Option
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BSM Core Data
• Connected vehicle safety 

application are greatly 

dependent BSM to exchange 

the core data that describe 

vehicle status, position, and 
motion among vehicles, as 

well as between vehicle and 

Infrastructure.
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BSM Part II
• BSM Part II includes:

– Vehicle Safety Extensions

– Special Vehicle Extensions

– Supplemental Vehicle 

Extension
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BSM Regional Data
• Several possible places in the BSM message structure could be used to add 

custom data, because regional extension points are found both at the message 

level and in data frames within the message. There are regional extension points 

present within several of the Part II content areas. The last three elements in the 

message specification might include (among others): 

5/30/2023

9

For Port Automated Project, we could simply use the Reg-BasicSafetyMessage to add 

“custom payload” to be transmitted inside the BSM packet.



TIM Traveler Data Frame
• The Traveler Data Frame is used to send a single “message” 

in a TIM message. The data frame allows sending various 

advisory and road sign types of information to equipped 

devices. 

• It uses the ITIS encoding system to send well-known 

phrases, but allows limited text for local place names. 

• The supported message types specify several sub-dialects 

of ITIS phrase patterns to further reduce the number of 

octets to be sent. 

• The expressed messages are active at a precise start and 

duration period, which can be specified to a resolution of a 

minute. 

• The affected local area (or set of areas) can be expressed 

using either a radius system or one of the two systems of 

short defined regions. 

• This expression is similar to the way roadway geometry is 

defined in the map fragment messages. 
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TIM Traveler Data Frame
• The Geographical Path data frame is used to 

support the cross-cutting need in many V2X 
messages to describe arbitrary spatial areas 
(polygons, boundary lines, and other basic shapes) 

required by various message types in a small 
message size. This data frame can describe a 

complex path or region of arbitrary size using either 
one of the two supported node offset methods (XY 
offsets or LL offsets), or using simple geometric 

projections. Both open and closed paths are 
supported, as well as a simple index and naming 

methodology. 

•  The Geometric Projection data frame is used to 

describe various geometric spatial areas (circles 
and other basic shapes) required by various 

message types in a small message size. 
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TIM Traveler Data Frame
• Generic Signage is a data frame to 

allow sequences of ITIS codes, 

short text strings, and numerical 

values to be expressed in the 

normal ITIS vocabulary method and 

pattern. Note that the allowed text 

strings are more limited than the 

normal ITIS format in order to 

conserve bandwidth.

•  All ITIS phrase data, when encoded 

in a DER or UPER form, shall be 

expressed as integer values rather 

than their full text equivalents. 
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ITIS Codes
• J2540 provides ITIS code list.

• TIM message can use several ITIS 

Codes to form a message:
– Parking (4120)

– Truck (9227)

– Truck Route (8469)

• TIM also accept Text String
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SPaT Challenge
• What is SPaT?

A Signal Phase and Timing 
(SPaT)
message defines the current
intersection signal light phases
Current state of all lanes at 
intersection
are provided, as well as any 
active pre-emption or priority
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SPaT Challenge
• Why do this Challenge?

To provide Infrastructure Owner-Operators (IOOs) with an 
entry into DSRC-based V2I deployment and gain valuable
procurement, licensing, installation, and operation experience,
which in turn will:

– Lay ground work for more advanced V2I testing and/or deployments

– Show a commitment to OEMs and applications developers
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SPaT Challenge
• SPaT broadcasts are typically

accompanied by:
– Broadcasts of MAP/GID data (a detailed

data file that describes the physical
intersection)

– Ultimately, SPaT broadcasts will also
need:

• A security certificate (SCMS)

• A GPS Real-time Correction 
Message
(RTCM)
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VCC Architecture
5/30/2023

17

• Public API

• SAE J2735 
Support

– https://obj-sys.com/

• VDOT Data 
Sharing

• Apps
– Vehicle Safety

– Worker Safety

– Work Zone Data

https://obj-sys.com/
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• Kubernetes 
Deployment

• Database 
support

• Authentication 
support

• Monitoring 
Services



Data Privacy
• Join/Collaboration effort 

between Cities, Citizens 

and Industry partners.

• People are active creators 

and not objects.

• Protection of the privacy 

of individuals



Data Privacy
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Source: https://www.tandfonline.com/doi/full/10.1080/21650020.2021.1950044

1. No image data can be accessed by third parties

2. Information is provided to the public through 
signs at the camera’s location, linking to

3. A website that presents information about the 
associated research project

– Based on the first requirement, we adjusted our 
operating scenario as follows

• ODC is not connected to the Internet

• Resolution of the videos is reduced so far that faces 
of persons or license plates are not recognizable

• Only limited personnel directly involved in the 
project have access to the system

• Videos for the evaluation setup are stored and 
processed on encrypted hard disks



Data Privacy
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- Smart Cities and Data Security 
concerns

- Operational security and cyberattack

- Security of  Data

- Review Policy, Regulatory and Legal 
solutions

- Fair Information practice principles 
(FIPPs)

- Education and Training

- Smart City Advisory Boards



Arlington Architecture



Data Sharing
• Private access to data

– Report mentions pedestrian traffic data is accessible by businesses (no mention of public access)

• The City owns the data generated by the sensors

• Raw video and image data are not accessible to general city staff or the public but are retained in the sensor for 5 days and accessible 
to the chief of police

– City and public were unaware of this access from 2016-2019 

• Waterfront Toronto’s Digital Strategy Advisory Panel reviewed the draft and asserted it was “frustratingly abstract” and “did not 
appear to put the citizen at the center of the design process for digital innovations”

• Sidewalk labs claimed all data they collected will be de-identified at the source 

• Concerns raised over 3rd party access to identifiable data (sidewalk owned by alphabet, owner of google) and citizen privacy so 
Digital Strategy Advisory Panel was created

• Privacy commissioner of Ontario resigned in 2018 stating “I imagined us creating a Smart City of Privacy, as opposed to a Smart City 
of Surveillance”

• AoT Data - the City (Dept of Information Technology, Seattle Public Utilities, Seattle City Light and Department of Neighborhoods) 
owns, locates, and maintains the sensors

– University of Washington collects and maintains the data
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